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1. AddRequestHeader GatewayFilter Factory
HEIABERFINHeader, EEBRA:

spring:
cloud:
gateway:
routes:
- 1id: add_request_header_route
uri: https://example.org
filters:
- AddrRequestHeader=X-Request-Foo, Bar

AFAERIFIIETT x-Request-Foo , {H79 Bar HUENRZL
2, AddRequestParameter GatewayFilter Factory

HIREBERFINEREHNE, EERG):
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spring:
cloud:
gateway:

routes:

- id: add_request_parameter_route
uri: https://example.org
filters:

- AddrRequestParameter=foo, bar

AIRIRBERARINE Sfoo, EbarfI5%L, BI: foo=bar
3. AddResponseHeader GatewayFilter Factory
AR INHeader, BRERG:

spring:
cloud:
gateway:
routes:
- id: add_response_header_route
uri: https://example.org
filters:
- AddrResponseHeader=X-Response-Foo, Bar

AIRIRNEALARIIE A X-Request-Foo , {EA Bar AYMENZSL
4, DedupeResponseHeader GatewayFilter Factory

DedupeResponseHeaderf] LARIEAC ERIHeaderZFR R AERIEFIRIBNELHESHIE, 1XESpring
Cloud Greenwich SR2ZMHAVFFE, KX MRATTEFER.

A JEGateway AR MRS EERIRE TCORS (fRFSH) HeaderfiiE, MBRAMUHAIESR, ABAIEK
> [ -> (9IRS, FRERICORS HeaderfU(E, FtiELEXHY:

Access-control-Allow-Credentials: true, true
Access-Control-Allow-0Origin: https://musk.mars, https://musk.mars

BILAEEIXM MHeaderfYEEES 7, HEEXM MHeaderfUEEEMNE, MBFEAE!
DedupeResponseHeader, Et&7Rf:

spring:
cloud:
gateway:
routes:
- 1id: dedupe_response_header_route
uri: https://example.org
filters:
# fimEEkE P HeaderF 21, TR
- DedupeResponseHeader=Access-Control-Allow-Credentials Access-Control-
AlTow-0Origin
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EERRE:

e RETAIN_FIRST: ZRAE, REFE—ME
e RETAIN_LAST: {#B&E—ME
e RETAIN_UNIQUE: {REBFrEME—E, LLEIFEIXHIBIIRFRE

RNz RS L BN REEN THEIE, BENEEZER T f9REE, RARBESFANE
B, tEE SRR :
org.springframework.cloud.gateway.filter.factory.DedupeResponseHeaderGatewayFilterF

actory
5. Hystrix GatewayFilter Factory
JIREERS I NHystrixBITER=R(RIF, BB

spring:
cloud:
gateway:
routes:
- 1id: hystrix_route
uri: https://example.org
filters:
- Hystrix=myCommandName

Hystrix@Spring CloudEE—{{BEEM, FIBEHNEFER, RRHystrix2#ESpring Cloud#kk
=, EmfXzAIREAlbaba Sentinel/Resilienced), FALARNAMEFEMANE T, BGBANETLISEE
YapL=h

e Hystrix GatewayFilter Factory

6. FallbackHeaders GatewayFilter Factory

EREEXIHystrixfI375:s, E—/N BN BREESR T 35— MNECESE: fallbackuri , ZEER
FYREREMEERERE—MEENUri L, M FallbackHeaders XANTE L LA RiEKE
ZurilhiZsin— M Header, iX/NHeaderfENEANEEEER. BLEBERM:

spring:
cloud:
gateway:

routes:

- 1id: ingredients
uri: 1b://ingredients
predicates:
- Path=//ingredients/**
filters:
- name: Hystrix

args:
name: fetchIngredients
fallbackuri: forward:/fallback

- 1id: ingredients-fallback
uri: http://localhost:9994
predicates:
- Path=/fallback
filters:
- name: FallbackHeaders

args:


af://n142
https://cloud.spring.io/spring-cloud-static/Greenwich.SR2/single/spring-cloud.html#hystrix
af://n149

executionExceptionTypeHeaderName: Test-Header

XEHAEFENET, BB LISE TS X!

e FallbackHeaders GatewayFilter Factory

7. PrefixPath GatewayFilter Factory

AIFRRNERIEMI— R, EETM:

spring:
cloud:
gateway:

routes:

- 1id: prefixpath_route
uri: https://example.org
filters:

- PrefixPath=/mypath

ZBCE{EIF5) ${GATEWAY_URL}/hello &¥&&Z https://example.org/mypath/hello
8. PreserveHostHeader GatewayFilter Factory

FBERHFII— N preserveHostHeader=truefI/EtE, IRAITEEASIEEIZEM AR ERBERERIGHY
Host Header, Ec&:

spring:
cloud:
gateway:

routes:

- 1id: preserve_host_route
uri: https://example.org
filters:

- PreserveHostHeader

WMERARIRE, BBARI Host HIHeaderigmHttp ClientiZ
9. RequestRateLimiter GatewayFilter Factory

FRTFHERETIRR, RREEASHEME. KET:

spring:
cloud:
gateway:
routes:
- 1id: requestratelimiter_route
uri: https://example.org
filters:
- name: RequestRatelLimiter
args:
redis-rate-Timiter.replenishrRate: 10
redis-rate-Timiter.burstCapacity: 20

AT A—RYXEFEEN BT NAERZITEE L SCMMXRR, AR ABERT !


https://cloud.spring.io/spring-cloud-static/Greenwich.SR2/single/spring-cloud.html#fallback-headers
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e Spring Cloud Gateway - &
HRESEEH Y

e RequestRatelimiter GatewayFilter Factory

10, RedirectTo GatewayFilter Factory
BRpiEREERZHEEIUr, BB

spring:
cloud:
gateway:
routes:
- id: redirect_route
uri: https://example.org
filters:
- RedirectTo=302, https://acme.org

ZECEFIFE) ${GATEWAY_URL}/hello £ EEMZ https://acme.org/hello , FHHEEEF—
Location:http://acme.org HHeader, MREIEZFIHAIIHTTPIRZRE /9302
EEEIN:

o HTTPREEBALAI3xx, 120301
o URLWREAETEAURL, iZURLEAEA Location Headerf9E

11, RemoveHopByHopHeadersFilter GatewayFilter Factory
AIRIRIERMBRI ETFREINERI—FRFIHeader, BOAMIPRAIHeaderal !

e Connection

e Keep-Alive

e Proxy-Authenticate
e Proxy-Authorization
e TE

e Trailer

e Transfer-Encoding
e Upgrade

LS EEIEE N ERE L Header, BEERfA:

spring:
cloud:
gateway:
filter:
remove-hop-by-hop:
# Z/MHeaderffHiES (,) /7k&
headers: Connect1on,Keep—A11ve

12, RemoveRequestHeader GatewayFilter Factory

AFIRERMIBREMHeader, BB


https://blog.51cto.com/zero01/2430532
https://cloud.spring.io/spring-cloud-static/Greenwich.SR2/single/spring-cloud.html#_requestratelimiter_gatewayfilter_factory
af://n175
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https://tools.ietf.org/html/draft-ietf-httpbis-p1-messaging-14#section-7.1.3
af://n206

spring:
cloud:
gateway:
routes:
- 1id: removerequestheader_route
uri: https://example.org
filters:
- RemoveRequestHeader=X-Request-Foo

MBRIRLRIERFE/ x-Request-Foo AIERL
13, RemoveResponseHeader GatewayFilter Factory

HIREI AR E MHeader, BeERfAl:

spring:
cloud:
gateway:
routes:
- id: removeresponseheader_route
uri: https://example.org
filters:
- RemoveResponseHeader=X-Response-Foo

BREREANEA 14279 X-Request-Foo AINEARZSL
14, RewritePath GatewayFilter Factory

BEENFRANESRIGRIEKRIE, BB

spring:
cloud:
gateway:
routes:
- 1id: rewritepath_route
uri: https://example.org
predicates:
- Path=/foo/**
filters:
# ZHELNEGEHEAIEN KA, SH2NES GBI IENRIAR
- RewritePath=/foo/(?<segment>.*), /$\{segment}

ZBCE(FSIAHE /foo/bar BY, SEIEESA /bar BHTHEA, UHMESEAE!
https://example.org/bar , EEFENE: BHFYAMLEX, EH\ i §

15, RewriteResponseHeader GatewayFilter Factory

BEFRIRIMNFRE N Header, BLERMGI:


af://n210
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spring:
cloud:
gateway:
routes:
- 1id: rewriteresponseheader_route
uri: https://example.org
filters:
# ZH 1 Header&#r, ZHR2 NEMIENFRENX, SHENEEFNE
- RewriteResponseHeader=X-Response-Foo, password=[A&]+, password=***

ZEENRXET: NREMRELF X-Response-Foo HHES /427
user=ford&password=omg!what&flag=true , BPATSHIZREEEAEEERY /427
user=ford&password=***&flag=true , tHEFLEIEEFHY password=omg!what ESH 1

password=***
16, SaveSession GatewayFilter Factory

HEEERIEKRZHI, 3BHHHIT websession: :save #E, ECEHI:

spring:
cloud:
gateway:
routes:
- 1id: save_session
uri: https://example.org
predicates:
- Path=/foo/**
filters:
- SaveSession

FEREAFMER Spring Session IEIREIEFE (BUEARZAIFAK) B, HEEEEKELREIFHER
sessionAMRIFE . FNR{RIGSpring SecutiryFSpring SessiongEpkfEA, HIEMRLEEREMEE!
TS, (R EEREXMilter,

17, secureHeaders GatewayFilter Factory

secureHeadersigiER T FERSE T XEEEZHRUEIN, ARBIIARNT —&yEZS/ERN
Nk, BRUASRINEN RHeaders (B4EE)

® X-Xss-Protection:1; mode=block

® Strict-Transport-Security:max-age=631138519

® X-Frame-Options:DENY

e X-Content-Type-Options:nosniff

e Referrer-Policy:no-referrer

e Content-Security-Policy:default-src 'self' https:; font-src 'self' https: data:;
img-src 'self' https: data:; object-src 'none'; script-src https:; style-src
'self' https: 'unsafe-inline'

e X-Download-Options:noopen

® X-Permitted-Cross-Domain-Policies:none

NERFIBIEEIX EHeaderfYE, BPAMBREAXLHeadersXIMAIEER, 0T :

® xss-protection-header


af://n222
af://n226
https://blog.appcanary.com/2017/http-security-headers.html

® strict-transport-security
e frame-options

® content-type-options

e referrer-policy

e content-security-policy

e download-options

e permitted-cross-domain-policies

BB

spring:
cloud:
gateway:
filter:
secure-headers:
# 1B X-Xss-Protection HJ{E N 2; mode=unblock
xss-protection-header: 2; mode=unblock

WNERAESZ R Y Header, TA{FHAITERS:

spring:
cloud:
gateway:
filter:
secure-headers:
# ZMEHES () 7kE
disable: frame-options,download-options

18, SetPath GatewayfFilter Factory
IEMRIARIIERESR, BB

spring:
cloud:
gateway:
routes:
- 1id: setpath_route
uri: https://example.org
predicates:
- Path=/foo/{segment}
filters:
- SetPath=/{segment}

ZECE#i5a) ${GATEWAY_URL}/foo/bar BFEFERZ https://example.org/bar , HEIEERA
Y /foo/bar HIEKAT /bar

19, SetResponseHeader GatewayFilter Factory

BRI R M Headerf9E, BB


af://n267
af://n271

spring:
cloud:
gateway:
routes:
- id: setresponseheader_route
uri: https://example.org
filters:
- SetResponseHeader=X-Response-Foo, Bar

KSR X-Response-Foo HIEIEHA Bar
20, SetStatus GatewayFilter Factory
IEBURIANARAPRSAS, BCERA:

spring:
cloud:
gateway:

routes:

- 1id: setstatusstring_route
uri: https://example.org
filters:

# FrrEER
- SetStatus=BAD_REQUEST

- id: setstatusint_route
uri: https://example.org
filters:

# 7w
- SetStatus=401

SetStatusd@ETLARE T, BaLARFR R, (BE—EERESpring Httpstatus KEEFAYE, LM
XFMEC BT LUREI40 11X PNHT TP,

21, StripPrefix GatewayFilter Factory
FATF&EMTRIAIEKRATERER, BBl

spring:
cloud:
gateway:
routes:
- id: nameRoot
uri: http://nameservice
predicates:
- Path=/name/**
filters:
# BT FRONEE WA A=
- StripPrefix=2

NERCE, NRIBKAKIZA /name/bar/foo , BRANISEMTAY /foo FHHTHR , ERRSEMT2

PN,

22, Retry GatewayfFilter Factory
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HXITRAINEAGATEIR, FANATLABIHTTPRSERHTEL, BExA:

spring:
cloud:
gateway:
routes:
- 1id: retry_test
uri: http://Tocalhost:8080/f1akey
predicates:
- Host=*.retry.com
filters:
- name: Retry
args:
retries: 3
statuses: BAD_GATEWAY

AJEEINTSE:

e retries: EEIRXEL

e statuses : EEHEIFXAVIRZSME, BYETE org.springframework.http.HttpStatus &

e methods : EEHEIRAVEKGE, BYELE org.springframework.http.HttpMethod &7

e series: HTTPIREREESI, BYBETE org.springframework.http.HttpStatus.Series §

23, RequestSize GatewayFilter Factory
RERIFREEGRNIFRENRN, EERFG:

spring:
cloud:
gateway:
routes:
- 1id: request_size_route
uri: http://localhost:8080/upload
predicates:
- Path=/upload
filters:
- name: RequestSize
args:
# AT
maxSize: 5000000

WNRERER/INEIDZERE, M<£IRE] 413 Payload Too Large LAKR— errorMessage
24, Modify Request Body GatewayFilter Factory

RIS R Z BHERRIRIERIANS, 2SR T RES@EIRBES, AisEREXEHitE. X
AR

@Bean
public RouteLocator routes(RouteLocatorBuilder builder) {
return builder.routes()
.route("rewrite_request_obj", r -> r.host(
.filters(f -> f.prefixPath("/httpbin")

ek

.rewriterequestobj.org")


af://n296
af://n300

.modifyRequestBody(String.class, Hello.class,
MediaType.APPLICATION_JSON_VALUE,
(exchange, s) -> return Mono.just(new
HelTlo(s.toUppercase())))).uriCuri))
.buildQ;

static class Hello {
String message;

public Hello(O) { }

public Hello(String message) {
this.message = message;

public String getMessage() {
return message;

public void setMessage(String message) {
this.message = message;

Tips: ZdiIEEE L/ AT BETARTS, FRAPIHBEREM, EFiNEIHIEA
25, Modify Response Body GatewayFilter Factory

ATRFHESFRBIENANAS, ZLEss L) EFREEIRBEE, A IFEikEXH+HEcE. B
5l

@Bean
pubTic RouteLocator routes(RouteLocatorBuilder builder) {
return builder.routes()
.route("rewrite_response_upper", r ->
r.host("*.rewriteresponseupper.org")
.filters(f -> f.prefixPath("/httpbin")
.mod1ifyResponseBody(String.class, String.class,

(exchange, s) -> Mono.just(s.toUppercase()))).uriCuri)
LbuildQ;

Tips: ZidiEss L) &bF BETARE, FRAPIHIRESZML, £ MEIBIER
26, Default Filters

Default FiltersEBF A EHRRFINLEES T, i@ Default FilterfrE EANTERE L) &F
BRIFFERESH L, EExRG:


af://n305
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spring:
cloud:
gateway:
default-filters:
- AddrResponseHeader=X-Response-Default-Foo, Default-Bar
- PrefixPath=/httpbin

BAXE:

e GatewayFilter Factories



https://cloud.spring.io/spring-cloud-static/spring-cloud-gateway/2.1.0.RELEASE/single/spring-cloud-gateway.html#_gatewayfilter_factories
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