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1. ARS/A6
1.1 BEARSAGXRIEES

(1) FERPERTAY \WEB-INF\pages\system\user\Tlist.jsp TREPFIKE Mt %8, MR ES
HFOREHISTERSE5ThL, roleList FiEFAER Userservelt KiXiEK, H{T userroleList /5
%, EESEARFId

(2) #%Z userserviet , FHINAE

@override
protected void doGet(HttpServletRequest request, HttpServletResponse response)
throws ServletException, IOException {
String operation = request.getParameter("operation');
if("Tist".equals(operation)){
this.list(request,response);
3
/ /IR A
else if("userrRoleList".equals(operation)){
this.userRoleList(request, response);

}
private void userRoleList(HttpServletRequest request, HttpServletResponse
response) throws ServletException, IOException {
String userId = request.getParameter("id");
User user = userService.findById(userid);
/ /BRI BT X, AR i SR E
request.setAttribute("user,user);
/ /RBUTA I EF R
List<Role> all = roleService.findATTRoleByUserId(userid);
request.setAttribute("roleList",all);
/ /BRI L
request.getRequestDispatcher("/WEB-
INF/pages/system/user/role.jsp").forward(request, response);

}

FEIRTM day03 BUIRFEERRIPIRE]: Bl \user\role.jsp , ¥ENFETE /wes-
INF/pages/system/user/ BR K

(3) fERoleservice EOFRFMNERGZE, BIEAFIJEIRESIER
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List<Role> findAT1RoleByUserId(String userid);

(4) TEXINAISEISEPASLINZTTIE

@override
public List<Role> findAl1RoleByUserId(String useriId) {
SqlSession sqlSession = null;
try{
//1.3kBlsqlSession
sqlSession = MapperFactory.getSqlsession();
//2.3kiDao
RoleDao roleDao = MapperFactory.getMapper(sglSession,RoleDao.class);
//3. Vi fDao/Z#AE
return rolebao.findATTRoTeByUserId(userId);
}catch (Exception e){
throw new RuntimeException(e);
//ieEHE
}Hinally {
try {
TransactionUtil.close(sqglSession);
}catch (Exception e){
e.printStackTrace();

(5) fEdao#E[ Rolebao FiRINEIEG X findAl1RoleByUserId

List<Role> findATT1RoleByUserId(String userid);

(6) TEBREIECE /4 RoleDao. xm1 HFRINNI N AYEIA)

<!--FERBEIDEH-->
<select id="findATTRoleByUserId" parameterType="java.lang.String"
resultMap="BaseResultMap">
SELECT
role_id,
NAME ,
CASE
WHEN role_id IN (SELECT role_id FROM ss_role_user WHERE user_id = #
{'user1id'})
THEN 'checked'
ELSE "'
END
AS remark
FROM
ss_role
</select>

(7) {&XT3ME /WEB-INF/pages/system/user/role.jsp, #nilchecked



<form id="urform" action="${ctx}/system/user?operation=updaterole"
method="post">
<input type="hidden" name="userId" value="${user.id}"/>
<div class="textbox" id="centerTextbox">
<div style="text-align:left">
<c:foreach items="${roleList}" var="role" varStatus="vs">
<span style="padding:3px;margin-right:30px;width: 160px;display:
inTine-block">
<input type="checkbox" name="roleIds" value="${role.id}"
${role.remark}/>${role.name}
</span>
</c:foreach>
</div>
</div>
</form>

(8) BshmB !

1.2 EARPSABXAR

NEEREXRSERFSABIXER, BIGNERERERESFAFPNIdNERNAENIdEERES

servlet

(1) £ userservilet FFIIFAIGE

@override
protected void doGet(HttpServletRequest request, HttpServletResponse response)
throws ServletException, IOException {
String operation = request.getParameter("operation");
if("Tist".equals(operation)){
this.list(request,response);
}
/ /A
else if("userrRoleList".equals(operation)){
this.userRoleList(request,response);
}else if("updateRole".equals(operation)){
this.updateRole(request, response);

}
private void updateRole(HttpServletRequest request, HttpServletResponse
response) throws IOException {
String userId = request.getParameter("userid");
String[] roleIds = request.getParametervalues("roleIlds");
userService.updateRole(userid, rolelds);
/ /BRI B T i st
response.sendRedirect(request.getContextPath()+"/system/user?
operation=Tist");

}
(2) £ userservice EORRINI—NH9757% updaterole
void updateRole(String userIid, String[] roleIds);

(3) FEXIMAYSCISEH AT


af://n24

@override
public void updateRole(string userId, String[] roleIds) {
SqlSession sqlSession = null;
try{
//1.3%8sqlsession
sqlSession = MapperFactory.getSqlSession();
//2 . 3kHDao
UserDao userDao = MapperFactory.getMapper(sqlSession,Userbao.class);
userDao.deleteRole(userId);
for(string roleld : roleIds){
userbao.updateRole(userid,roleId);
3
/74 ARALHS
TransactionuUtil.commit(sqlSession);
}catch (Exception e){
TransactionuUtil.rollback(sqlSession);
throw new RuntimeException(e);
YIAE =R
}finally {
try {
TransactionUtil.close(sqlSession);
}catch (Exception e){
e.printStackTrace();

(4) TEdao¥E userpao TN NTTE

void deleteRole(String userid);

void updateRole(@Param("userid") String userId, @Param("roleId")String roleld);

(5) TEIZEOXINAIREIECE SRR IIFNMEE

<! - E MR rol eTdMifRx RFEHE -->

<delete id="deleteRole" parameterType="java.lang.String">
delete from ss_role_user
where user_id = #{userId, jdbcType=VARCHAR}

</delete>

<! --BEAEFEIMA, SHENFBOEHER, fHAnull-->
<insert id="updateRole" parameterType="map">

insert into ss_role_user (role_id, user_id)

values (#{roleid,jdbcType=VARCHAR}, #{userId,jdbcType=VARCHAR})
</insert>

(6) FEENEHTI!
2. G
2.1 SHNEEIRIEF &

(1) EIINE webapp/Togin. jsp EpEAE, EformzTRIZIZAactioniiE


af://n37
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<form action="${pageContext.request.contextPath}/lTogin?operation=Togin"
method="post">
</form>

(2) 7Ef5& userserviet iFINERERIG A

@override
protected void doGet(HttpServletRequest request, HttpServletResponse response)
throws ServletException, IOException {
String operation = request.getParameter("operation");
if("Tist".equals(operation)){
this.list(request,response);
3
/ /A
else if("login".equals(operation)){
this.login(request, response);

}
private void login(HttpServletRequest request, HttpServletResponse response)
throws ServletException, IOException {
String email = request.getParameter("email");
String pwd = request.getParameter("password");
User user = userService.login(email,pwd);
ifCuser != null) {
request.getSession().setAttribute("loginuser", user);
/ /R T
request.getRequestDispatcher("/WEB-
INF/pages/home/main.jsp") .forward(request, response);
}else{
response.sendRedirect(request.getContextPath()+"/login.jsp");

(3) EREAEHEEO userservice PHRIIEMRINS £

%R HI A R A T 2

* @param email

* @param pwd

* @return

*/
User login(String email, String pwd);

(4) TEXIRRISEIRSE PR SLINETTIE

@override
public User login(String email, String pwd) {
Sglsession sqlSession = null;
try{
//1.3%HsqlSession
sqlSession = MapperFactory.getSqglSession();
//2 . 3kHDao
Userbao userbDao = MapperFactory.getMapper(sqlSession,UserDao.class);
//3 . i fDao/Z#/E
pwd = MD5UtiT.md5(pwd) ;



return userbDao.findByEmailAndPwd(email, pwd);
}catch (Exception e){
throw new RuntimeException(e);
//iEFEHE
}inally {
try {
TransactionUtil.close(sqlSession);
}catch (Exception e){
e.printStackTrace();

(5) 7E userpao FEOFRINEAGE

User findByEmailAndPwd(@Param("email")String email, @Param("password")String
pwd) ;

(6) TEUserbao.xml HRRINEIH

<select id="findByEmailAndPwd" parameterType="map" resultMap="BaseResultMap">
select
<include refid="Base_cColumn_List"/>
from ss_user
where email = #{email,jdbcType=VARCHAR} and password = #
{password, jdbcType=VARCHAR}
</select>

(7) ¥BIRATE webapp/pages/home FHIFFBTAES—IHFZ]) /WEB-INF/pages T, EEIER home B
R

(8) {22 /wEB-INF/pages/home/main.jsp AEXAIEKE

<l-- WNEXH -->
<div class="content-wrapper">
<iframe id="1iframe" name="1iframe"

style="overflow:visible;"
scrolling="auto"
frameborder="no" height="100%" width="100%"
src="${ctx}/system/user?operation=home"></iframe>

</div>

(9) /A userserviet FRING A

@override
protected void doGet(HttpServletRequest request, HttpServletResponse response)
throws ServletException, IOException {
String operation = request.getParameter("operation");
if("Tist".equals(operation)){
this.list(request,response);
}
/ /T g
else if("home".equals(operation)){
this.home(request, response);



}
private void home(HttpServletRequest request, HttpServletResponse response)
throws ServletException, IOException {
request.getRequestDispatcher("/WEB-
INF/pages/home/home.jsp") .forward(request, response);

}

(10) BEzimEi

2.2 AP HIEEES
B SR B R AR, X —E

(1) $kZl /weB-INF/pages/home/header. jsp FIREFH, HINBREZE

<div class="pull-right">

<a href="${ctx}/system/user?operation=logout”" class="btn btn-default btn-
flat">yF4H</a>
</div>

(2) 58 userserviet IO AT Elogout

@override
protected void doGet(HttpServletRequest request, HttpServletResponse response)
throws ServletException, IOException {
String operation = request.getParameter("operation');
if("Tist".equals(operation)){
this.list(request,response);
3
/ /IR A
else if("login".equals(operation)){
this.login(request, response);
}else if("logout".equals(operation)){
this.logout(request, response);
}else if("home".equals(operation)){
this.home(request, response);

}

private void Togout(HttpServletRequest request, HttpServletResponse response)

throws ServletException, IOException {
request.getSession().removeAttribute("Toginuser");
response.sendRedirect(request.getContextPath()+"/login.jsp");

(3) EREFEHNEEEELEIZAFRNNANAEINAFEER, AEEEEEEHN
userservlet PIERFPEMRRGE, HIIEUERNIESR

private void Togin(HttpServletRequest request, HttpServletResponse response)
throws ServletException, IOException {
String email = request.getParameter("email");
String pwd = request.getParameter("password");
User user = userService.login(email,pwd);
ifCuser != null) {
request.getSession().setAttribute("lToginuser", user);
/IS ST, AR X L R AR £k S B A AR R
List<Module> moduleList = usersService.findModuleById(user.getId());


af://n57

request.setAttribute("moduleList",moduleList);
/ /BRI
request.getRequestDispatcher("/WEB-
INF/pages/home/main.jsp").forward(request, response);
}else{
response.sendRedirect(request.getContextPath()+"/login.jsp");

(4) £ userservice ZEOFARINGE findModuleById

* NREH P 3 d B BT AT DA E SR BT R

* @param id AHFMid

* @return

*/

List<Module> findModuleById(String id);

(5) TESEMRPELIIRTTE

@override
pubTic List<Module> findModuleById(String id) {
SqlSession sqlSession = null;
try{
//1.3kEsqlSession
sqlSession = MapperFactory.getSqlsession();
//2 .3kHDao
ModuleDao modulebDao =
MapperFactory.getMapper(sqlSession,ModuleDao.class);
//3 . fiFiDao/Z & {k
return moduleDao.findModuleByUserId(id);
}catch (Exception e){
throw new RuntimeException(e);
//ieEHE
}finally {
try {
TransactionUtil.close(sqlSession);
}catch (Exception e){
e.printStackTrace();

(6) £ Modulebao ZEOFFHINEIGT A findvoduleByUserId

List<Module> findModuleByUserId(String id);

(7) £ modulepao.xm1 HFNINXT R A EIE



<select id="findvModuleByUserId" parameterType="java.lang.String"
resultMap="BaseResultMap">
/*userid->M ok ZEK->roleid->M it ZE->moduleid->modulefs &%/
SELECT DISTINCT
m.module_id, m.parent_id, m.name, m.ctype, m.state, m.curl, m.remark
FROM
ss_module AS m,
ss_role_module AS rm,
ss_role_user AS ru
WHERE
m.module_id = rm.module_id
AND rm.role_id = ru.role_id
AND ru.user_id = #{id, jdbcType=VARCHAR}
</select>

Fit: APNAEYLOERIESSELRT, EERREEREH TR
2.3 SR PSR

(1) $kZl /weB-INF/pages/home/aside.jsp TUHE, HINFAFFENER

<!-- sidebar menu: : style can be found in sidebar.less -->
<ul class="sidebar-menu">
<11 class="header">%H</1i>

<c:foreach items="${moduleList}" var="item">
<c:if test="${item.ctype==03}">
<11 class="treeview">
<a href="#">
<i class="fa fa-cube"></i> <span>${item.name}</span>
<span class="pull-right-container"><i class="fa fa-angle-
Teft pull-right"></i></span>
</a>
<ul class="treeview-menu">
<c:foreach items="${moduleList}" var="item2">
<c:if test="${item2.ctype==1 && item2.parentld ==
item.id}">
<1i id="${item2.id}">
<a onclick="setSidebarActive(this)"
href="${ctx}/${item2.cur1}" target="1iframe">
<i class="fa fa-circle-o0"></i>${item2.name}

</a>
</Ti>
</ciif>
</c:foreEach>
</ul>
</1i>

</c:if>
</c:forEach>

BohinE# Tk
3. B REEE
3.1 IXBLiaKurl
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(1) BUETIERS: com.itheima.web.filters.AuthorFilter

@webFilter(value = "/*")
public class AuthorFilter implements Filter {

private FiltercConfig filterconfig;

© WIETT I, IREGE IR A I BN R
* @param filtercConfig
* @throws ServletException
*/
@override
public void init(Filterconfig filtercConfig) throws ServletException {
this.filterconfig = filterConfig;

@override
public void doFilter(ServletRequest req, ServletResponse resp, Filterchain
chain) throws IOException, ServletException {
/ /158 SRS IR IR 1 SR AT )82 36 5
HttpServletRequest request ;
HttpServletResponse response;
try{
/ /2 ARSHUIE R B R
request = (HttpServletRequest)req;
response = (HttpServletResponse)resp;

W

/ /1 BREUAR IR A
String url = request.getRequestURI();
String queryString = request.getQueryString(Q);

//1. HETR R Fur . /system/dept
url = url.substring(1l);
//2 4RI BN E S5 operation=1ist operation=toEdit&id=100
int index = queryString.indexof('&");
if(index !'= -1){
querystring = queryString.substring(0,index);
b

url = url + "?" + queryString;

/ /2 FEE T E RN SVF IR

/ /3 FEXE A DCARAE R T 7 2 118 3 N SO A3 A Y T A
//3. LR eV, AT
//3 . 2 SR VR B AR R 7T

//6 .87

chain.doFilter(request,response);
}catch (Exception e){

e.printStackTrace();

@override
public void destroy() {
/ /P DM — S SR A



3.2 SREVE R PRI A TIR(E

(1) BRI EESAFRNEENAMEREEFREsession, #E userserviet REYEFTT%

login,

private void login(HttpServletRequest request, HttpServletResponse response)
throws ServletException, IOException {
String email = request.getParameter("email");
String pwd = request.getParameter("password");
User user = userService.login(email,pwd);
ifCuser !'= null) {
request.getSession().setAttribute("loginuser", user);
V! 3= 5535 %) P I NE - A A2E Wbl VA1 b RN DA TR RN
List<Module> moduleList = userService.findModuleById(user.getid());
request.setAttribute("moduleList",moduleList);

/ /A0S R L AT R RS B A u r TR — A K =457 |
StringBuffer sbf = new StringBuffer();
for(Module m: moduleList){
sbf.append(m.getcurl());
sbf.append(',");
3

request.getSession().setAttribute("authorstr",sbf.tostring());

/ /% DT
request.getRequestDispatcher("/WEB-
INF/pages/home/main.jsp") .forward(request, response);
}else{
response.sendRedirect(request.getContextPath()+"/login.jsp");

(2) &% AuthorFilter

@override
public void doFilter(ServletRequest req, ServletResponse resp, Filterchain
chain) throws IOException, ServletException {

/ /L ORISR 2 38 SRR S0 52

HttpServletRequest request ;

HttpServletResponse response;

HttpSession session;

try{
/ /2 ACS A B O R B0 5
request = (HttpServletRequest)req;

response = (HttpServletResponse)resp;
session = request.getSession();
/ /LRI AR
String url = request.getRequestURI();
//.css .Js .png .jpg .index
ifCurl.endswith(".css")

|| url.endswith(".js™)

|| url.endswith(".png")

|| url.endswith(".jpg")


af://n82

|| url.endswith("index.jsp")
|| url.endswith("Togin.jsp")){
chain.doFilter(request, response);
return;
I
String queryString = request.getQueryString();
if(querystring.endswith("operation=Togin")){
chain.doFilter(request,response);
return;

/71 HEERE A ur /system/dept
url = url.substring(1l);
//2 . HAER BB S 4 operation=1ist operation=toEdit&id=100
int index = queryString.indexof('&');
if(index !'= -1){
queryString = queryString.substring(0,index);
3

url = url + "?" + queryString;

/72 R TS N SV ERAE

String authorStr = session.getAttribute("authorstr").toString(;
/73 ORI AR R 2 B AL AT & N VIRV A

//3 . LR avr, BUT

//3 . 2 Fur ki B4R I 5T

//6. BT
chain.doFilter(request, response);

}catch (Exception e){

e.printStackTrace();
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(1) M day03 UIRFEERIFFRE i il /unauthorized. jsp , ¥NZIERY webapp TEIET

(2) EX AuthorFilter,

@override

public void doFilter(ServietRequest req, ServletResponse resp, FilterChain

chain) throws IOException, ServletException {

HttpServletRequest request ;

HttpServletResponse response;

HttpSession session;

try{
request = (HttpServletRequest)req;
response = (HttpServletResponse)resp;
session = request.getSession();

/ /L REUAR IR A
String url = request.getRequestURI();
//.css .Jjs .png .Jpg .index
ifCurl.endswith(".css")

|| url.endswith(".js")

|| url.endswith(".png")

|| url.endswith(".jpg")

|| url.endswith("index.jsp")

|| url.endswith("unauthorized.jsp")

|| url.endswith("login.jsp")){


af://n94

chain.doFilter(request, response);
return;
b
String queryString = request.getQueryString(Q);
if(querystring.endswith("operation=login")
| lqueryString.endswith("operation=home")
| lqueryString.endswith("operation=logout")){
chain.doFilter(request, response);
return;
b
//1. HATRE R Fur /system/dept
url = url.substring(l);

//2 . CUms B &S5 operation=Tist operation=toEdit&id=100
int index = queryString.indexof('&"');
if(index !'= -1){

queryString = queryString.substring(0,index);
}

url = url + "?" + queryString;

/ /2 REE A FTE SN SRV AR
String authorstr = session.getAttribute("authorstr").toString();

//3 . O AR IR E R S AL ST & S N S B3R BTG R A

ifCauthorstr.contains(url)){
//3. LR v, BT
chain.doFilter(request, response);
return;

telse{
/ /3. 2 A VE kL B3R5 A
response.sendRedirect(request.getContextPath()+"/unauthorized.jsp");

3

}catch (Exception e){
e.printStackTrace();

(3) MFRAELAITR, MRKEREUR, BAERKLAFERZRE, BARFR? ERE LM
— I, BIE—MIF, BERFEE—HRY

¥ Z /WEB-INF/pages/system/user/1ist.jsp,



<div class="btn-group">
<c:if test="${sessionScope.authorstr.contains('system/user?
operation=toAdd')}">
<button type="button" class="btn btn-default" title="#r&"
onclick="Tocation.href="${ctx}/system/user?operation=toAdd"'><i class="fa fa-
file-0"></i> #Hrd</button>
</c:if>
<button type="button" class="btn btn-default" title="/H"
onclick="deleteById() '><i class="fa fa-trash-o"></i> fMkk</button>
<button type="button" class="btn btn-default" title="kl#"
onclick="window.location.reload();"><i class="fa fa-refresh"></i> hl#i</button>
<c:if test="${sessionScope.authorstr.contains('system/user?
operation=userrRoleList')}">
<button type="button" class="btn btn-default" title="ft"
onclick="roleList()"><i class="fa fa-user-circle-o"></i> ffifi</button>
</c:if>
</div>

(4) BEapmE, Wi
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